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Sample Test Questions 
Modular Arithmetic & Introduction to Secret Writing 

 
Vocabulary/Computational 
For the following questions, you must show evidence of the process/method you followed to arrive at your final answer. 
 

1. In a(n) ___ cipher system, each of the letters from the plain-text message are replaced with some pre-determined 
symbol or character. 

 
2. The changing of the word `PEAR´ into the word `REAP´ is called a(n) ___ . 
 
3. Having a message hidden in the first letter from each line in a body of text would be called a(n) ___ . 
 
4. In a(n) ___ cipher system, the letters from the plain-text message are scrambled up in some fashion with each of the 

letters retaining their original identity. 
 
5. True/False: All ciphers are based on either transposition, substitution, or a combination of transposition and substitution. 
 
6. Suppose the first day of July is a Wednesday. Use modular algebra to determine on what day of the week will the 

United States celebrate Halloween (the 31st of October)? 
 
7. Based on the text Cryptography: The Science of Secret Writing, encipher the phrase `ALL DOGS GO TO HEAVEN´ using a 

rectangular transposition system with 6 rows and 3 columns. 
 
8. Use the equation 	 	 2 ∙ 3 ≡ 	 	   to scramble the letters in the word `RESPECT´ 
 
Solve for the value of x in the following equations using only addition & multiplication. 
In order to receive full credit, you must show evidence of the steps you followed to arrive at your final answer. 
 

9.   2 13 ≡ 44		 	5     10.   17 22 ≡ 		 	13  
 

11.   25 ≡ 12		 	8     12.   17 22 ≡ 		 	13  
 
 
Conceptual/Reasoning 
Answer the following using complete, well-formed, grammatically correct sentences. 
 

13. Based on your reading of Cryptography: The Science of Secret Writing, what are nulls (also known as placeholders), in 
what context would you use them, and what should be avoided when using them? 

 
14. You want to send the message “god made the integers all else is the work of man” to a friend, but want to send it in a 

way that will be secret. So you decide to write each letter of the message on an index card, place the index cards in a hat, 
and then randomly select one card at a time. The letters come out in the following order: 

mdee ih t fns rgeetao lekwrgameens lda l ih to  
 You send your friend the letters in this order, the way the letters were drawn out of the hat.  

 

 Based on your reading of Cryptography: The Science of Secret Writing, is the system described an effective system for 
communicating in secret? Explain/Justify your answer. 

 
15. According to the author of Cryptography: The Science of Secret Writing, what are the characteristics of an effective 

cipher system? 
 
 
 


